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Entrepreneurs, enterprises, and governments are using distributed ledger technology (DLT) as a component of complex

information systems, and therefore interoperability capabilities are required. Interoperating DLTs enable network effects

and synergies, and similarly to the rise of the Internet, it unlocks the full potential of the technology. However, due to the

novelty of the area, interoperability mechanisms (IMs) are still not well understood, as interoperability is studied in silos.

Consequently, choosing the proper IM for a use case is challenging.

Our article has three contributions: first, we systematically study the research area of DLT interoperability by dissecting

and analyzing previous work. We study the logical separation of interoperability layers, how a DLT can connect to others

(connection mode), the object of interoperation (interoperation mode), and propose a new categorization for IMs. Second,

we propose the first interoperability assessment for DLTs that systematically evaluates the interoperability degree of an IM.

This framework allows comparing the potentiality, compatibility, and performance among solutions.

Finally, we propose two decision models to assist in choosing an IM, considering different requirements. The first decision

model assists in choosing the infrastructure of an IM, while the second decision model assists in choosing its functionality.
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1 INTRODUCTION

Before a technology unlocks its full range of applications, it first undergoes underestimation. Distributed

Ledger Technology (DLT), including blockchain, is no exception and is here to stay. A DLT (distributed ledger)
or blockchain1 implements a ledger that is shared across a network of nodes. Each node can create, broadcast,
and validate transactions, which modify the distributed ledgers’ state. DLTs typically provide support to run
smart contracts, computer programs whose output is recorded on the ledger state. Smart contracts are triggered
by transactions, which are recorded on the ledger. Nodes agree on the validity and ordering of transactions via
a consensus mechanism. Typically, this environment provides transparency, tamper-resistance, and auditability
of ledger information, providing desirable features that can alleviate some of the problems of the “centralized
world.”

Dozens of distributed ledger technology and blockchain systems [50] give rise to hundreds of blockchains [31]
that, in its turn, support thousands of cryptocurrencies [31]. In the second quarter of 2021, decentralized ex-
changes (also called automated market makers) alone recorded a volume of $343 billion [34]. Along with Coin-
base’s total trading volume of $335 billion, the trends toward using blockchain for finance are increasing.

Payment networks, central bank digital currencies (CBDCs) and decentralized finance (DeFi) applica-
tions are already being leveraged by multiple players, such as (centralized and decentralized) hedge funds [130].
El Salvador adopted Bitcoin as a legal tender in June 2021. Several dozen projects on central bank digital curren-
cies, including the Digital Pound consortium and the European Central Bank’s Digital Euro [91] are displaying
the increasing need for digitizing money [59]. Adoption seems inevitable as the world’s financial ecosystems
evolve [84]. Research suggests that the market for applications using DLTs will grow, with many organizations
stating that blockchain is a critical priority [62, 102, 132], due to, for example, cost reduction. A recent report from
Gartner predicts that “by 2023, 35% of enterprise blockchain applications will integrate with decentralized appli-
cations and services” [85]. Many blockchain ecosystems invest and promote projects that advance knowledge in
cryptocurrencies [21, 57] and blockchain open source research [68], bringing more adoption to the space.

Thus, blockchain is slowly but steadily becoming an infrastructure for global value exchange and distributed
computation [77]. However, blockchains have been created as standalone networks, as autonomy from most
external systems was sufficient for the first applications.

Moreover, the need to securely and seamlessly connect DLTs (integration) is still an open problem [12, 131, 133].
Connecting those blockchains and making them cooperate (i.e., achieving interoperability [30]) have a practical
utility and importance [12, 133, 134]. It allows communication between systems to exchange data and assets
(fungible and non-fungible), leading to a higher heterogeneity of solutions in the market, synergies between
projects, and higher liquidity to end-users. This way, no blockchain should become a single point of failure.
Digital identity, supply chain, healthcare, voting [39], and CBDCs [12, 130] are just a few use cases benefiting
from a multiple blockchain approach. We believe that blockchain will be adopted en masse when blockchains
can use the capabilities of other systems in a unified approach [30].

Key Takeway 1. Integrating blockchains

Several blockchain projects already have embedded integration capabilities with other projects (e.g., Hyperledger

Fabric can execute Solidity smart contracts). However, these existing integrations do not imply interoperability, as

reutilizing functionality of a system does not imply cooperation across systems.

To connect DLTs and centralized systems, one needs blockchain interoperability techniques. A centralized
system can still be distributed, typically for scaling purposes, but its components are trusted and operate under the

1We use the two terms interchangeably to mean a system with the characteristics explained in the rest of the paragraph. As a data structure,

a blockchain is a distributed ledger but the opposite is not true. The reader is assumed to understand blockchain basics. For some references,

please refer to [35, 84].
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umbrella of one authority. More concretely, it is a system where the state consensus is decided by a single party
or multiple parties under the same authority. A decentralized system is a distributed system where various parties
control different components of the distributed system, and no party is fully trusted by all. In our context, we can
consider a decentralized system to be a system where the state consensus is decided by conflicting or competing
multiple parties, where accountability (from an external viewer’s point of view) of individual decisions is assured.
Each party composing the system can vote autonomously and has different incentives from other parties.

Interoperability allows a set of systems to cooperate, to achieve a common goal [66]—it is “the ability of two
or more systems to cooperate despite differences in language, interface, and execution platforms” [128]. Studied
since the 1980s [61, 66, 86, 123, 128], interoperability plays a major role connecting information systems. In this
article, we propose a framework to assess the maturity of a DLT-based application to adapt to other systems
(potentiality), its interoperation capabilities (compatibility), and its performance.

More recently, over a dozen academic papers surveyed the state of blockchain interoperability, identifying
a few dozen solutions (for an updated list, see page 10 of [12]). In those surveys, examples of interoperation
between networks of the same and different technologies are studied. Findings show that integrating multiple
blockchains allows enterprise systems to be connected to DLTs and enables the creation of multi-ledger decen-
tralized applications. Those applications can ideally run arbitrary cross-chain logic across DLTs. Cross-chain
logic (or cross-chain rules) can be executed against a pair of homogeneous DLTs (a pair of DLTs running the
same DLT protocol) or heterogeneous DLTs (a pair of DLTs running different DLT protocols). Interoperating
heterogeneous blockchains is complex, as there may be differences in the underlying cryptographic primitives,
data models, consensus models, privacy assumptions, integration capabilities, and others.

Key Takeway 2. Emergent Solutions

General-purpose blockchain interoperability solutions are still relatively unexplored, where complex logic can be

programmed across chains.

Despite recent evolutions connecting homogeneous blockchains, many unsolved challenges in blockchain in-
teroperability theory and practice are exacerbated by the lack of standardization among APIs, data models, and
processes. Thus, integrating with different DLTs is an error-prone and tedious task [46]. This is one of the rea-
sons why it is still difficult for centralized systems to exchange assets with blockchains, despite advances in
developing higher-level APIs that simplify this process [11, 118, 124]. Exchanging assets between blockchains
comes with critical challenges, where we highlight security: cross-chain protocol security flaws have already
resulted in the loss of hundreds of millions of dollars [54] in 2021 alone. Given a set of security, scalability, and
decentralization requirements, choosing the right blockchain interoperability solution can help prevent attacks,
diminish costs, and bring products to the market faster. This work proposes to support the choice of an interop-

erability mechanism (IM), also known as interoperability solution. Specifically, we support the choice of the
infrastructure and functionality of the IM, adjusted to specific project needs.

Key Takeway 3. Interoperability is not binary

To provide a better support for enterprise collaboration, synergies, and a richer ecosystem, integration processes

should be verified and improved [36, 70]. Thus, integration is not a final step, but rather a continuous process that

is also subject to change. Interoperability assessment tools exist for one to position a system in terms of how inter-

operable it is.
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Research Questions and Contributions

Next, we present four fundamental interoperability questions that guide our research in this article. They are as
follows.

Research Question 1. What is the status quo of DLT interoperability?

Recent years have seen extensive work on IMs. Several surveys condensed that knowledge, focusing on public
connectors (connecting public blockchains) [16, 24, 76, 115, 119, 137], architecture for blockchains [126], and
others [13, 72, 73, 111, 120]. Some surveys provide a systematic overview of the area, showcasing more modern
interoperability solutions [12, 87].

However, the classification of solutions is typically inconsistent across surveys, making it challenging for
researchers to consistently evaluate available options. What is a consistent classification framework that can
improve past work and improve understanding when classifying solutions? Furthermore, we aim to clarify the-
oretical contributions to the DLT interoperability research area, including the current capabilities, components,
connection modes, interoperation modes, practical applications, limitations, and strong points. This guide can
prove helpful to researchers and practitioners by providing a mental model of existing interoperability solutions.

Contribution: a unified conceptual model and classification framework for blockchain interoperability
solutions.

Research Question 2. How to assess the interoperability capabilities of an IM?

Not all IMs provide the same interoperation capabilities. To measure it, one needs to consider several key
questions. Measuring the maturity of a system to adapt to others requires asking can the system interoperate
with other systems as is? and is the system able to be changed to adapt to other systems? Assessing interoperability
between systems can be done by asking how well can a pair of systems interoperate? and what are the current
problems or barriers that prevent the systems from interoperating better? Finally, measuring performance requires
studying cross-chain latency, cross-chain throughput, and cross-chain costs associated with an IM.

Contribution: a framework to assess the interoperability capabilities of a system utilizing multiple DLTs (in
terms of potentiality, compatibility, and performance), based on conceptual models [44, 70].

Research Question 3. How to choose an IM?

This research question concerns a problem posed by academics and practitioners alike: does my project need
an IM solution? What is the most suited IM given specific requirements? We build on top of the proposed clas-
sification and interoperability assessment to answer these questions, presenting a framework for choosing an
appropriate blockchain interoperability solution, both from the infrastructure and the functionality perspectives.

Contribution: a framework that allows one to choose a blockchain interoperability solution, considering a
set of criteria defined by our blockchain interoperability model.

Structure of the Article

In Section 2, we introduce the necessary background to read and understand this article, including background
on DLT interoperability, and examples that motivate DLT interoperability research. After that, we present the
current state of DLT interoperability, including its several layers and components, and our model in Section 3. In
the same section, we present the interoperation modes, the connection modes, and the (IM) solution categories.
Section 4 presents our framework for assessing the interoperability of a DLT-based solution. After that, we
present a decision model for choosing an IM for a DLT project based on the infrastructure and functionality of
the IM, and two concrete examples. Section 5 presents the related work and future research challenges. Finally,
Section 6 concludes the article.

2 PRELIMINARIES

In this section, we present the background and motivating examples.
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Table 1. Examples of DLT Networks, and Its Respective DLT
Protocol and Subnetworks

DLT Protocol DLT Network DLT subnetwork

Hyperledger Fabric 2.3
Carbon Emission Network
(Hyperledger Fabric)

Carbon emission channel

Hyperledger Fabric 2.3
Carbon Emission Network
(Hyperledger Fabric)

Travel channel

Ethereum 1.0
(geth version Faryar v1.10.15)

Ethereum Mainnet Ethereum Mainnet

Ethereum 1.0
(Besu 21.10.6)

Ethereum Mainnet Ethereum Mainnet

Ethereum 1.0
(geth version Faryar v1.10.15)

Ethereum Testnet Ropsten Ethereum Testnet Ropsten

Ethereum 1.0 Private Network
(Besu 21.10.6)

Private Ethereum Network Privacy group 1

Ethereum 1.0 Private Network
(Besu 21.10.6)

Private Ethereum Network Privacy group 2

Polkadot 0.9.14 Polkadot Relay chain
Polkadot 0.9.14 Polkadot Parachain 1

2.1 Blockchain and Interoperability

Distributed Ledger Technologies, such as Hyperledger Fabric, Corda, and Ethereum implement DLT protocols.
Each DLT protocol is defined by its protocol version, e.g., Hyperledger Fabric v2.3 [5], Corda v4 [20], or Ethereum
London Hard Fork [23]. These technologies and version combinations describe how each DLT state can be up-
dated via transactions and the specific protocol that the nodes follow to come to agreement on the DLT state, as
Figure 1(a) illustrates.

DLT Networks and Subnetworks. DLT protocols can be instantiated in DLT networks (Table 1). DLT networks are
groups of DLT nodes that make up a DLT system [71]. For instance, Hyperledger Fabric might be instantiated in
a DLT network composed by an enterprise consortium. The Ethereum mainnet, Bitcoin mainnet, and Substrate-
based networks, such as Polkadot, Kusama, and Rococo [105] are other examples. DLT networks are typically
called Layer-1 DLTs.

Each DLT network can be partitioned into subnetworks. Nodes of a subnetwork contain a logically separated
state compared to another subnetwork [71].

Each subnetwork may offer different functionalities (e.g., data isolation, processing capabilities, governance)
and security properties (e.g., partial consistency vs. consistency, better confidentiality, and so on). At least one
node of each subnetwork must connect to another node of another subnetwork for these two subnetworks to be
contained within the same DLT network.

In Hyperledger Fabric, a subnetwork corresponds to a channel. Channels isolate execution environments and
data from other channels belonging to the same Fabric network. Polkadot’s Parachains could be considered
subnetworks of the Polkadot network.

A DLT network can therefore have multiple subnetworks. If the DLT network state cannot be divided into mul-
tiple subnetworks, for the sake of simplicity of our evaluation, we say this DLT network has one subnetwork.
Any node in a DLT subnetwork is also a node of the DLT network, implying that DLT network nodes and DLT
subnetwork nodes must be running the same DLT protocol. In permissionless DLT networks, every compatible
DLT node can join the network. In contrast, in permissioned DLT networks, only compatible DLT nodes with
permissions can join the network, where each DLT node may be assigned a particular role restricting the func-
tions it can perform. There are two subcategories of permissioned DLT networks: private permissioned DLT
networks, where DLT nodes do not provide public access to the data contained in the distributed ledger; and
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Fig. 1. Comparison between DLT nodes, DLT networks, and DLT subnetworks.

public permissioned DLT networks, where DLT nodes do provide public access to the data, such as via block
explorers.

In permissionless DLT, anyone can run a node that interacts with the network; if it is permissioned, only
nodes with permissions can access the network. Within a network boundary, a DLT stores the ledger state
(which could be organized as a key-value store, such as the world state in Fabric [5], via the account model such
as in Ethereum [23] or via a UTXO model such as in Bitcoin [96]), and have an identity management mechanism.
Identities are then mapped to permissions that encode what each node can do on the network (in terms of reads
and writes). Each identity typically has two main keys (public and private keys), an address, and a low-level
storage. Nodes can perform updates to the ledger via transactions.

Transactions are “the smallest unit of a work process related to interactions with distributed ledgers” [71],
that, parametrized and signed by its creator, can be issued against a smart contract, via a DLT node. Generally
speaking (as different DLT technologies have different transaction lifecycles), transactions are sent to other DLT
nodes via a network propagation protocol, such as a Gossip [35].

Distributed Ledger Technologies: Research and Practice, Vol. 2, No. 1, Article 1. Publication date: March 2023.
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Internal Mechanisms. DLT nodes in the same DLT network will “gossip” to each other various messages, such
as transactions to update the distributed ledger. DLT nodes agree on the order of transactions (and its content)
to update the distributed ledger, by following a set of rules and procedures defined in a consensus mechanism.
Typically, DLT networks have an anti-sybil component so that individual DLT nodes cannot replicate themselves
to unfairly increase their influence on how the entire network reaches consensus. Some DLTs may allow for
selectable consensus mechanisms (usually selectable only upon the genesis of the DLT network), such as with
Ethereum or DLTs created with the Substrate framework. In contrast, other DLTs like Bitcoin have a hardcoded
consensus mechanism.

How transactions affecting the distributed ledger are ordered gives different DLT types. A blockchain requires
transactions to be grouped together in blocks, each block to be cryptographically linked to one previous valid
block (a block that includes transactions that have modified the distributed ledger), and each DLT node must pro-
cess each block in sequential order. In contrast, a directed acyclic graph (DAG) does not group transactions into
blocks. Instead, each transaction references other valid transactions (that have modified the distributed ledger),
and each DLT node can process each transaction in different orders. Finally, a block DAG groups transactions
into blocks, each block is cryptographically linked to other previous valid blocks, and each DLT node can process
blocks in different orders.

As regards collections of DLT networks, we say we have heterogeneous DLT networks when the technologies
and their respective networks are different; we say we have homogeneous DLT networks when only the networks
are different.

Interoperability among DLT Networks. Different DLT networks can connect to other DLT networks. An IM,
often called a bridge, can connect networks to other networks, subnetworks, or centralized systems. Figure 2
depicts the mental model on DLT networks, subnetworks, and interoperability mechanisms. DLT protocols in-
stantiate DLT networks that, in its turn, can be connected to DLT subnetworks. Subnetworks are more concerned
with a specific scope (specialization of the network), i.e., they can focus on scalability, achieved, for example, via
a different state model; or features. This figure considers the Carbon Emission Network (implemented with
Hyperledger Fabric v2 and the Ethereum main net). The Hyperledger Fabric network contains two channels
(subnetworks) that can communicate with each other, but not natively. On the other hand, we consider the Sub-
strate framework as the DLT protocol (or, more concretely, the SDK to generate blockchains), instantiated as the
Polkadot network. Polkadot can connect to its subnetworks via the relay chain. A relay is a smart contract in a
target blockchain that functions as a light client of a source blockchain. Light clients are network nodes that are
solely part of the blockchain history, i.e., relevant transactions (vs. full clients that store the whole blockchain
history). They can verify that a transaction was included in the blockchain, typically using block headers (e.g.,
via Merkle proofs [43]), but not validate it. Relay smart contract receives block headers from relayers, nodes that
fetch blocks from the source blockchain, and gives them to the target blockchain. Relays behave like oracles
(except that they have to process it instead of receiving the processed information). Blocks given to the relay
smart contract can be contested by other relayers by presenting a Merkle tree proof. The relay chain acts as a
relay, realizing the bridge between parachains. Each parachain can connect to the relay chain via a module called
Cumulus, and send messages to other parachains by using a message format XCMP [107].

Vertical interoperability (from networks to subnetworks and vice versa) and horizontal interoperability (be-
tween subnetworks and between networks of different systems) compose the spectrum of interoperability cov-
ered by this article.

Horizontal interoperability can be implemented in a multitude of ways. Layer-2 solutions are independent
DLT networks connected to other networks via interoperability mechanisms. They aim at solving scalability
problems with the DLT networks they interoperate with. Scalability is enhanced by allowing the network to
offload transaction processing and enabling new features from the original DLT network. Those subnetworks
are pegged to the networks via cryptographic mechanisms [12, 115].
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Fig. 2. DLT protocols, networks, and subnetworks.

Blockchain interoperability is challenging because it implies going beyond two different trust boundaries and
establishing a new boundary. Network boundaries also influence state ownership: in a centralized system, the
state is owned by a single party, and hence any party interoperating with such a system needs to trust it. A
decentralized system, in its turn, defers the state ownership to the collective, where a protocol is used to update
that state (and achieve consensus).

A new (trust) boundary is formed when two systems are interoperating. The trust assumptions of the new
boundary can be lowered by systems to provide proof of state for a blockchain view2 [3, 9]. The new boundary
needs to assume that each ledger is secure. Security depends on the threat model and network assumptions.
Generally, security properties such as safety assume an honest majority of participants and arbitrary Byzantine
behavior. Furthermore, given those assumptions, each ledger can provide liveness and persistence [48]. Liveness
says that all transactions originated by honest parties will eventually be included in the blockchain; persistence
states that once a transaction is included in the blockchain of an honest party, it will be included in all honest
parties.

Key Takeway 4. Interoperability requires a trusted third party

Cross-chain communication requires a trusted third party [137]. However, a trusted third party can be centralized

or decentralized, being an example of the latter, a blockchain (whereby its consensus is used as an abstraction for

a trusted third party) [12, 137]. A prerequisite for the system to be a trusted third party is its safety, i.e., common

prefix and chain quality [48]. A decentralized interoperability solution implies the usage of a blockchain consensus

as a trust anchor for the solution.

Different trust assumptions exist for each ledger, e.g., at least one honest node in Hyperledger Fabric, or the
majority of the computational power, in the case of proof of work blockchains such as Bitcoin. Thus, when

2Stemming from the business process view integration research area, studying the creation, merging, and processing of views [9].
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choosing an interoperability solution, the users who participate in the origin DLT must trust the involved DLTs
and the IM. Ideally, both should be decentralized [115].

DLT as a System Component. Several studies have presented blockchain as an infrastructure for data storage
and computation [88, 136]. Blockchain can be viewed as a system component that eases trust assumptions be-
tween mutually untrusting participants. DLTs can be accessed by centralized systems—and thus need software
components that provide the necessary infrastructure for connecting with it (key management, secure connec-
tion, state storage). Interoperability across DLTs implies the existence of another middleware layer (another
system component) that can bridge nodes.

2.2 Multiple DLT Decentralized Applications

DLT use cases are already in production, creating value [12]. As enterprises integrate blockchain in their busi-
ness processes, the requirements will bring the need to use several types of DLTs. Decentralized applications

(dApps) will then need to utilize multiple DLTs as their infrastructure, because one DLT cannot cover all use
cases (i.e., offer the same functionality although there are different tradeoffs in security, scalability, and decen-
tralization). We highlight two use cases that demonstrate the importance of this field, implemented by multiple

DLT decentralized applications (mDApps).

Carbon Emissions. The first example is Hyperledger’s Cactus implementation of the Carbon Emission App
from the Hyperledger Carbon Accounting and Neutrality Working Group [28]. A detailed explanation of this use
case can be found in Hyperledger [27]. The purpose of this use case is to reward carbon emission reduction by
orchestrating heterogeneous blockchains: one focused on data collecting, and another on the reward incentives.

A Hyperledger Fabric network collects emission records (activity data), e.g., energy consumption, travel
mileage, and widgets produced. The emissions records are not continuous because both the emissions factors and
the data for calculating emissions are based on long time windows (e.g., utility bills are produced each month).
Periodically, the activity is aggregated to be later converted to an emission token (ERC-721). Emission tokens
are created on Ethereum’s public network from the collected data on Fabric to be traded against allowances that
reward emission reduction. Figure 3 depicts this network.

This example contemplates a private, permissioned ledger used for performance and privacy reasons, but
where the final output (carbon emission tokens) are stored in public blockchains as a reward. In particular, the
performance of Hyperledger Fabric in terms of throughput and end-to-end latency is superior to most public
blockchains due to its consensus and low number of peers. Privacy can be assured because only the peers involved
can read the global state or if needed, only a subset of peers could read part of the global state (i.e., by utilizing
channels or private data).

LACChain. LACChain [79] is a Global Alliance for the Development of the Blockchain Ecosystem in Latin
America and in the Caribbean, led by the Innovation Laboratory of the Inter-American Development Bank

Group (IDB LAB) in cooperation with partners and strategic allies.
LACChain aims to provide infrastructure and technical tools, on top of the three layers the LACChain network

comprises (DLT, self-sovereign identity, and tokenized money) that are useful for developing applications with
social impact that contribute to the development of the countries of the region.

LACChain aims to provide a community and a general-purpose infrastructure for the realization of several
use cases, such as supply chain, cross-border payments, and financial inclusion. This project currently utilizes
two blockchain technologies, Ethereum and EOS [114].

Quant [113] and LACChain are piloting a project to provide private currency payments between retail cus-
tomers from different financial institutions. This prototype involves retail customers creating transactions on a
public permissioned Ethereum network. These payment amounts between the customers are tallied, even though
the identities involved in the transactions are hidden via zero-knowledge proof technology. As all payments are
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Fig. 3. Sequence diagram of the Carbon Emission use case.

recorded, currency exchanges between financial institutions can be netted and settled efficiently on a separate
private permissioned Ethereum network. The blockchain interoperability solution infrastructure to allow this
netting and settlement to occur is Quant’s Overledger, where the related interoperability applications are built
on top of it utilizing Overledger’s cross-DLT standardized data model.

3 STATUS QUO OF BLOCKCHAIN INTEROPERABILITY

Throughout this article, we summarized and built on top of existing knowledge of blockchain interoperability,
including existing solutions, challenges, and opportunities.

3.1 Interoperability Layers

This section studies the main interoperability layers based on existing interoperability platforms: we pave the
way for systematically analyzing IMs.

Interoperability among computer systems is typically defined in terms of several layers [66]. Although it
is possible to come with a detailed architecture for interoperability applications, interoperability has different
meanings (and thus uses different techniques) depending on its domain (e.g., for European Union states [44],
for language resources [66], supply chain [29], governments [56], and others). Hence, we adopt the European
Interoperability Framework model [44] from the European Commission. This model is based on four layers, as
depicted in Figure 4.

— Technical interoperability: links systems and services by adopting compatible data formats, communica-
tion protocols, interface specifications, and integration services [44]. Information exchange is achieved
with technical interoperability, but there are no guarantees on how the received information is interpreted.

— Semantic interoperability: exists when systems can interpret information following a defined ontology (i.e.,
following a well-known model for information). As a consequence, information from one system can be
interpreted in another. Some prerequisites of this type of interoperability are agreements (or conventions)
on data formats. Protocol messages (and the protocols themselves) and the representation of assets are
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Fig. 4. Interoperability layers (see [44]).

part of this layer. Thus, semantic interoperability subsumes information syntax (what is the information
format?) and information semantics (what does the information mean?).

— Organizational interoperability: concerns aligning the requirements and interests of the user community
by leveraging cooperation and integration of business processes between organizations via arrangements
and protocols, typically under a formal or semi-formal deal.

— Legal interoperability: ensures organizations can cooperate under “different legal frameworks, policies
and strategies” [44]. This includes a certain degree of coherence between legislations so that the assets
managed under the semantic interoperability layer can be managed consistently.

The orchestration of the four layers (arguably, at least the first two) could lead to a seamless integration of
DLTs, leading to value exchange. For instance, if there is no regulatory framework that ensures the validity and
legality of a cross-jurisdiction asset transfer (at the legal interoperability layer), organizations may not cooperate
seamlessly (organizational interoperability layer). These incompatibilities affect different viewpoints, according
to stakeholders’ concerns [36]. Four concerns are proposed on the Framework for Enterprise Interoperability

(FEI) [70]. The business concern regards barriers in organizations to cooperate despite differences in the decision-
making process. The process concern regards how various artifacts that support the business (processes) work
together. The services concern identifies the applications and their interfaces that support processes. Finally, the
data concern regards data management from different supports. Each concern is related to all interoperability
layers, and each layer is related to one another (typically following a bottom-top approach).

It is worth noting that other frameworks are equally valid, such as the Cloud Interoperability Standard ISO/IEC
19941:2017, being currently studied by ISO’s WG7 (interoperability). In this framework, three layers exist: techni-
cal, business, and governance. For the sake of granularity, we choose the European Interoperability Framework
model.

As an example, let us consider a cross-jurisdiction DLT-backed asset transfer [10]. Technical interoperability
allows exchanging bytes across systems; semantic interoperability allows exchanging the asset—running a pro-
tocol creating entries representing ownership on both ledgers. Organizational interoperability concerns the deal
between institutions that want to arrange digital asset transfers. Legal interoperability assures the validity/legal
character of the asset. The last layer requires coordination between legal frameworks and, possibly, between the
interoperability solution and the current regulatory framework.

Key Takeway 5. Legal and organizational efforts are lagging behind

The lack of legal interoperability, in the form of standards and IMs hinders the development of dApps. Although

governments and enterprises are interested in the technology alike, there is a gap between its potential adoption [12].
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Fig. 5. Representation of a general-purpose blockchain interoperability solution in the Archimate modeling language [122].

3.2 A Model for Interoperability Solutions

In this section, we present a generic interoperability framework, as the blueprint to design an IM.
When connecting an application to one or more DLT networks, a developer (or software architect) has a few

choices. Firstly the application could connect directly to a DLT node. Secondly, the application could connect
to multiple DLT nodes, but then the complexity of managing the routing between the DLT nodes needs to be
contained within the application. Instead and thirdly, the application could connect to a DLT node proxy which
handles the routing and load balancing issues creating logical separation. The final option for an application is
to connect to a DLT network via a DLT gateway, or a combination of gateways. DLT Gateways can implement
data and asset transfers, as well as asset exchanges and come in many forms.

An IM is an application (classified as an oracle or cross-authentication, can be executed off-chain, on-chain, or
both) that includes a connection mode (e.g., a DLT Gateway) and performs an interoperation mode. IMs provide
access to its functionality via an API (we defer a formal definition of an IM for future work). The functionality
an IM provides is to execute cross-chain logic via a set of protocols. The processing occurring in an IM can be
persisted in a storage, composed of a local state and a cross-chain state. The local state stores all relevant data
for local computation (e.g., processed output from business logic plugins, logs) and cross-chain state (joint state
representing relevant computations performed over multiple systems).

Figure 5 illustrates a model for interoperability solutions. The IM exposes its functionality via a set of APIs.
The APIs redirect the requests to the responsible module handling specific functionality upon being invoked.
Those modules are called cross-chain rules, cross-chain logic, or business logic plugins (BLPs). Cross-chain
logic modules process the request, translating it into transactions or requests to external systems, including DLTs.
This processing can be persisted in storage. Protocols support the execution of cross-chain logic by acting as a
middleware layer between high-level logic and specific interactions with other machines or DLT transactions.
Eventually, the interaction with target nodes (either DLT nodes or other IMs) receives a response back, which
is processed and optionally persisted. The processed responses can be redirected to an external system. A cross-
chain state can be built from executing cross-chain logic to implementing cross-chain protocols. That state can
be shared with multiple instances of the same IM, or another one.

This conceptual architecture effectively implements the technical and semantic layers of an IM. The orga-
nizational layer comprises how organizations cooperate across trust boundaries to achieve common goals in
agreements valid on that trust boundary. In the newly formed trusted boundary (trust boundaries 1 and 2),
the IM can interoperate with other systems (e.g., centralized systems) following specific protocols that realize
cross-boundary cooperations. The legal layer applies to all trust boundaries. In particular, the applicable law
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Fig. 6. Trust boundaries between a non-DLT system, two different DLT networks, and an IM.

varies according to the specific jurisdiction and norms. Figure 6 represents an IM connecting three different
trust boundaries.

We call an IM trustless if two conditions hold:

— verifiable correctness: there is a method to check that the IM runs a well-defined functionality (e.g., protocol,
arbitrary business logic) among chains. Misbehavior in the executing environment can be detected and thus
held accountable. This implies that actions performed by the IM need to be stored, preferably in a public
forum.

— eventual data consistency: all verified instances of the IM will eventually return the same result for any
specific function call with the same input. However, a single IM may return to the user the result of a cross-
chain transaction only when it is finalized, i.e., all sub-transactions have been committed. This stronger
consistency guarantee can be provided at the expense of latency.

3.3 Blockchain Interoperability Solutions

Choosing a blockchain interoperability solution requires asking at least two questions: “what do you want to
connect?” and “how does the interoperability solution connect the systems?”

3.3.1 Interoperation Mode. The “what” question concerns the artifact managed by the blockchain interoper-
ability solution, i.e., the interoperation mode. The artifact exchanged can be data or assets. Data are arbitrary
byte strings representing a piece of information on the blockchain (technical layer). It could be a key-value pair,
metadata about the blockchain. Data can be copied from blockchain to blockchain.

Assets can be represented in the technical layer (by a string, for example). However, in the semantic layer,
they “take form” by representing a fungible or non-fungible value which is or is not linked to a physical identity
(in case it is, it is called a digital twin [110]). Therefore, they should not be copied among DLT networks but
rather be transferred under specific conditions. More specifically, an asset transfer should abide by the rules of
each DLT (e.g., no double spend), i.e., preserve at all moments the invariants of all the DLTs it affects. In DLTs,
double spend can occur when an attacker sends tokens for a pending payment in a transaction to a victim in
return for a product. The victim releases the product. Then, the attacker cancels the pending payment transaction,
such that the original token transfer does not become recorded on the blockchain ledger (and thus their tokens
are preserved). In the context of interoperability, double spend can happen in cross-chain asset transfers, when
a lock/burn on the source DLT (the DLT in which the transaction is initiated to be executed on a recipient
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Fig. 7. Data transfer between two DLTs.

DLT [12, 58]) was not performed. The same representation of an asset could be valid in several DLTs, leading
to a new type of double spend. Solving this problem implies synchronizing DLTs at the semantic layer, i.e., the
involved blockchain interoperability solutions need to run the same protocol that prevents invariants from being
violated, with on-chain notarization (e.g., via smart contracts).

The interoperation modes are as follows:

— Data Transfer: data is copied from one DLT to another, with an optional intermediate processing step. For
example, copying price information from one DLT into another [3].

— Asset Transfer: unilateral or bilateral asset transfers. Assets are transferred from one DLT network to an-
other (implies burning or locking the asset on the source DLT network). Tokens that are minted are typ-
ically called wrapped tokens [52], because its value is anchored on another asset. For example, locking
Bitcoin to a multi-signature address on the bitcoin blockchain and minting a representative asset on the
Ethereum blockchain (such as wBTC [97]).

— Asset Exchange: atomic asset transfers. Assets are exchanged in their respective DLT network, i.e., no
transfers across DLT networks occur. Participants need to be present in both chains for this exchange to
happen. For example, swapping promissory notes across two different distributed ledger systems between
two users where both assets just change the address on their native DLT network [10].

Figure 7 represents a data transfer from the source blockchain to the target blockchain. A blockchain in-
teroperability solution requests data from the source blockchain and writes it on the target blockchain. Data
can be copied. As blockchains increasingly comprise more value, represented by assets, value transfer among
blockchains needs to be handled carefully, as it exposes a new class of attacks: cross-chain attacks. In cross-chain
attacks, attackers attempt to double spend an asset by manipulating cross-chain protocols. Assets are then more
sensitive to manage in terms of interoperability.

Figure 8(a) represents an asset transfer from the source blockchain to the target blockchain. A blockchain
interoperability solution requests data from the source blockchain and writes it on the target blockchain as an
asset (semantic layer protocols are required). Thus, the IM needs to make sure the representation of the asset
on the target blockchain is changed to used (or burned). This implies the IM needs to check for conformance on
both DLTs. Figure 8(b) represents an asset exchange (bidirectional asset transfer, or two asset transfers) between
both blockchains. Again, the IM needs to check that both blockchains are in a consistent state. Note that these
figures are high-level and hide details. More detailed procedures show the rules for asset transfers in the next
section.
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Fig. 8. Asset transfers.

Cross-chain asset exchanges can also be classified into two types, permanent and temporary:

— Permanent asset exchange: assets are exchanged between parties with no obligation to reverse the exchange
later (e.g., hash time lock contract swaps).3

— Temporary asset exchange: assets are exchanged between parties where the conditions to reverse the swap
are in place. Examples include a cross-ledger loan where a user places an asset into a smart contract on
one chain for another asset to be borrowed on another chain [19].

In asset transfers, it is the responsibility of the interoperability solution to establish a new boundary of trust
for both previously established boundaries. Since one asset transfer will typically involve several transactions
(from the source and target blockchains), it is desirable to do so via atomic cross-chain transactions. Atomicity
is desirable because, in the case not all transactions are completed, the union of systems might be left in an
inconsistent state (although several solutions exist, such as rollback [11]).

3.3.2 Connection Modes. There are three methods for a dApp or mdApp to connect to a DLT. These mecha-
nisms are called the connection modes. They are as follows:

— DLT Nodes: DLT nodes are the software systems that run a DLT protocol. The application could connect
directly to a DLT node. While anyone can run their single DLT node, this is not crash resilience and not
scalable from a load balancing perspective.4 Example: an Ethereum node being run locally (Geth client).

— DLT Proxy: a DLT node proxy manages the routing and load balancing issues between an application and
one or more DLT nodes, creating logical separation. To an application, interacting with a DLT node proxy
is nearly identical to interacting with a DLT node as the message requests and responses will be virtually
the same. The only possible difference may be identifying metadata in the messages to track the DLT node
proxy users (e.g., for rate limiting reasons). Examples: a group of permissionless network nodes runs on
Kubernetes (self-hosted or run by a third party). Some enterprises provide a DLT proxy, such as Infura’s
Ethereum DLT node as a service [67], or Blockdaemon [15].

— DLT Gateways: Like a DLT node proxy, a DLT gateway also manages the routing and load balancing issues
between an application and one or more DLT nodes, creating logical separation. Example: Polkadot’s block
explorer; Self-hosted ODAP gateways; Quant Network’s Overledger.

3A hash lock is an artifact that requires a preimage of a hash to trigger behavior. More concretely, a hash lock protocol relies on the preimage

resistance property of a hash function H, such that hash = H(secret). A timelock is an artifact that triggers the ending of a protocol when

a certain time has passed (e.g., in terms of the number of blocks). A hash lock time contract combines these concepts to realize a timed,

programmable escrow supported by a DLT.
4Some enterprises provide a DLT Proxy service (node as a service) to solve this problem.
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Fig. 9. Gateway architecture. A gateway provides a set of services to a client application, while connecting to different DLT
networks.

DLT gateways are not DLT nodes. Instead, they are a collection of services built around DLT nodes, as Figure 9
shows. The services it provides (i.e., the protocols it runs) and identity management, access control, security, and
liveness properties are left to be instantiated by the DLT gateway administrator. An example of a gateway is the
ODAP Gateway [11, 60]. DLT proxies can also promote geographical diversification, alleviating some known
blockchain cyberattacks (e.g., eclipse attack). However, it could be desirable to run non-native business logic
from DLT nodes.

A DLT gateway provides additional non-DLT functionalities. Such additional functionality can include data
analytics or complicated cross DLT network processes.

It could be desirable to use a DLT gateway instead of a DLT node or DLT node proxy if the gateway’s additional
services are crucial to your application or to smooth your application build process. For instance, a DLT gateway
could utilize a standardized data model, meaning that, unlike DLT node proxies, a DLT gateway can be used to
connect to many DLT networks of multiple DLT types. On the other hand, a DLT node proxy could be more
desirable if the application developer is experienced and very familiar with the underlying APIs and data models
of the DLT nodes.

Both DLT gateways and DLT node proxies can promote geographical node diversification. Additionally, DLT
gateways and DLT node proxies can promote technical node diversification (e.g., running multiple different DLT
node implementations for a particular DLT, such as geth and nethermind Ethereum nodes). This minimizes the
risk of application failure if there is a bug in a particular node implementation.

However, it could be desirable to connect an application directly to a DLT node, for permissioned DLT net-
works where the attack vector of DLT nodes is significantly less and therefore running a DLT node in a container
orchestration system (e.g., Kubernetes) would suffice.

3.3.3 Solution Categories. Categorization of DLT interoperability solutions attempt at answering How is inter-
operation achieved?, and what are the trust boundaries each solution creates. In the previous section, we presented
the connection modes. In this section, we present a unified IM categorization that considers the connection mode,
interoperation mode, and trust assumptions required by the solution category. Contrary to common knowledge,
there are only two non-intersecting IM categories. All interoperability mechanisms are created from the follow-
ing categories of solutions.

In particular, transferring data requires oracles, and transferring or exchanging assets can be done in two ways:
(1) locking an asset in a source DLT, and creating its representation on a target blockchain, implying transactions
on both DLTs—using oracles—or (2) via native transfer transactions (Alice transfers to Bob asset A in DLT X for
asset B in DLT Y)—cross-authentication.

Solution Type 1 (Oracle). Oracle interoperability solutions allow a DLT system to make use of external
data from another system [25, 41, 94], increasing the connectivity of DLT-based applications. There is a lot of on-
going research on the security and fairness of interoperability via oracles. In particular, oracles could be selecting
certain transactions to be included in the target blockchain for its own benefit, similarly to the miner extractable
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value problem [37]. We do not aim to cover such topics in this work, nor to present oracles in great detail, as this
is well covered in the literature.

Code deployed into a distributed ledger cannot access external resources or data without the help of an in-
termediary. These intermediaries (known as oracles) gather external data, placing it into transactions that are
subsequently added to the distributed ledger, therefore allowing this retrieved data to be read by deployed smart
contracts. Note that oracles can fetch data from a non-DLT system or another DLT-system. Oracles are classified
into two types [94]: pull-based or push-based.

The parties involved are the user and its smart contract (deployed on a DLT), the oracle and its smart contract,
and external systems (decentralized, centralized).

— Pull-based oracle data transfers: upon request, those fetch data from off-chain systems and send the data to
a DLT (via a transaction). These oracles operate differently depending on the transaction execution model
of the DLT:

(1) order-validate-execute model (e.g., Ethereum): pull-based oracles on these DLT systems require multiple
transactions to complete the data request process. An example would be the following: a smart contract
issuing two transactions: (1) a transaction to the client smart contract which triggers a call to the oracle
smart contract. This call details the data it wishes to obtain from an external system; (2) the oracle
observes this request and creates a transaction with the necessary data, which is sent to the oracle smart
contract called by the client. This way, the client smart contract now has the necessary information
accessible via the oracle smart contract. This model could require one transaction if an oracle smart
contract already holds the necessary data (requiring the oracle client to be pushing data periodically, i.e.,
the oracle is a push-based oracle).

Figure 10 represents a pull-based oracle operating with an order-validate-execute DLT. The client
smart contract calls the oracle smart contract with a request for information (step 1) the latter does not
have (e.g., the request from the client smart contract includes a GET HTTP request). The transaction is
recorded, and the oracle listens to transactions that call its smart contract, via an off-chain client (step 2).
Upon recognizing them, it performs the requests by collecting information (steps 3–6). Upon eventual
processing (step 7), the information is pushed to the oracle smart contract (step 8). The oracle smart
contract now has the necessary information in its storage (or memory) (step 9). Finally, the oracle smart
contract returns the information to the client smart contract (step 10).

(2) execute-order-validate model (e.g., Hyperledger Fabric): pull-based oracles on these DLT systems only
require one transaction to complete the data request process as nodes involved in the execution and veri-
fication process perform the oracle functionality by fetching the data themselves. Before the transaction
is confirmed, meaning that the external data can be immediately used by the requesting transaction (e.g.,
in the case of Hyperledger Fabric chaincode HTTP requests or Corda flows that include an Oracle node).

— Push-based oracle data transfers: obtain external data without an explicit request from a DLT transaction.
These oracles usually add the data into smart contracts to be easily consumed by other smart contracts
(via smart contract to smart contract calls).

Oracles inject information into a trusted network. This information can be used for decision-making by nodes,
meaning oracles greatly influence the subsequent state of the network as a whole. It means that oracles are trusted
third parties. The trust model of oracles might vary, from voting-based oracles to reputation-based oracles to a
single trusted oracle [100]. The choice of an oracle then boils down to the choice of functionality offered, weighted
with the acceptable level of decentralization of that oracle network.

Note that single DLT network oracles also exist (sometimes referred to as on-chain oracles, meaning located,
performed, or run inside a blockchain system [71]). These oracles (when triggered by a transaction) collect data
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Fig. 10. Pull-based oracle architecture on execute-order-validate (e.g., Ethereum).

from different on-chain sources and present it in an easy to consume format [45]. But these oracles do not aim
at providing cross-DLT network interoperability [45].

Oracles also support asset transfers across chains (sometimes known as bridges), typically unidirection-
ally, with mediated off-chain communication. These transfers are considered by commit-and-execute proto-
cols [89, 138]. In this scheme, an asset residing in the source DLT network is burned (i.e., deleted) or locked,
and a representation of that asset is minted (i.e., created) in the recipient DLT network. Both stages are imple-
mented with smart contracts that implement specific rules for these operations.

Asset transfers via Oracles can occur using both push- and pull-based oracles.

— Pull-based oracle asset transfers: these are started by a transaction to a certain address or smart contract on
a source DLT. This transaction contains the instruction to lock or burn the asset on the source DLT. Now
an off-chain party, for example, the beneficiary of the transaction on the destination DLT (or an off-chain
trusted third party) watches for the confirmation of the transaction on the source DLT. It sends a proof
of that transaction to the destination DLT (e.g., a Merkle proof). More specifically, the proof is sent to the
smart contract on the target destination DLT, along with information such as the beneficiary’s address.
This mechanism triggers the smart contract to mint and sends tokens to that address. At the end of the
procedure, the number of assets is preserved.

— Push-based oracle asset transfers: these are started by a transaction on the destination DLT. This transac-
tion contains the instruction to lock or burn the asset on the source DLT, create (or redeem) a representative
asset on the destination DLT, and this transaction provides the related proof of ownership of that asset
on the source DLT (such as a signature). In some interoperability solutions, this single transaction may be
enough to complete the asset transfer (e.g., when a payment channel or Zero Knowledge Proof Rollup is
the source DLT). Whereas in other interoperability solutions, other transactions, on the source DLT and
possibly again on the destination DLT may be required to complete the asset transfer.

Optionally, cross-ledger audit trail information can be included in these transactions. Note that it is technically
possible for token owners to operate their bridge, but this generates a problem around the general acceptance (e.g.,
by exchanges) of the token minted on the recipient DLT network. Some protocols that perform asset transfers
include services to monitor the process for their users.

Interoperability Mode:

— Data Transfer (typically called oracles)
— Asset Transfer (typically called bridges)

Trust Assumptions:

— Centralized (single oracle)
— Decentralized (oracle consortium)
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Advantages:

— Anyone can run their own oracle provided access to the recipient DLT.
— Oracles can allow the information collection phase to be separated from the processing phase, allowing

arbitrary processing.
— Push-based oracles can send already processed data (i.e., ready to consume) or raw data. Processed data

allows the amount of on-chain processing to be minimized.
— Pull-based oracles can allow a more transparent audit trail regarding who requested the data and who

collected the data, as these actions are recorded inside distributed ledger transactions.
— Some DLTs allow smart contracts that can call external systems (e.g., Hyperledger’s Fabric chaincode), i.e.,

the nodes running the protocol have the ability to perform as an oracle. This mechanism allows decentral-
ized oracles, as oracle calls are made on-chain and are under consensus scrutiny.

— Oracles can be designed to declare who has permission to operate as an oracle. For instance, an IM can be
designed to allow anytone to operate as an oracle (permissionless oracle system). In this case, there should
be a mechanism that allows suspected invalid data to be challenged, and its authors possibly penalized.
Alternatively, only certain oracles could be allowed, in which case a permissioned oracle system is used.

Disadvantages:

— Oracles support asset transfers, but trust needs to be put in the oracle group and the semantic layer sup-
porting such transfer.

— Pull-based oracles can require multiple transactions for more generic calls (e.g., for generic HTTP requests
vs. smart contract calls), raising the latency of the solution.

— Availability of oracles is a deciding factor, as smart contracts may rely on them to provide accurate infor-
mation in real time. Failures in oracles (either crash faults or Byzantine faults) can occur and originate
great losses (e.g., attacks on oracles DeFi [45]).

— Data is fed via DLT transactions that implies a minimum delay in the order of a few seconds to a few hours
(if one considers finality).

— A smart contract depending on an oracle implies the trust of a (probably) smaller set of parties, compared
to the number of nodes of the DLT network enforcing the correct execution of the smart contract. This
weaker trust assumption is an attractive target for attackers.

— Can require synchronizing with off-chain parties (e.g., other exchange parties or the bridge operators).

Examples:

— Chainlink [18] (pull-based and push-based): provide external information to a set of smart contracts that
can expose that information to other smart contracts for a fee.

ChainLink selects qualified data feeders to provide data expected to represent the ground truth. Data
feeders aggregate data via decentralized selection through staking their reputation (represented by LINK
tokens). Data aggregation is done via statistical measures.

— BTC Relay [43] (push-based): provides information from the Bitcoin network to the Ethereum network.
BTC Relay is a smart contract on Ethereum that stores block headers from the Bitcoin network. Nodes

called relayers obtain the headers and send them to the BTC Relay smart contract. Smart contracts on the
Ethereum network can then utilize information from the Bitcoin network by providing a Merkle proof
referring to a certain block header.

— Polkadot (interoperability modules): the Polkadot ecosystem has several bridge projects allowing one to
connect ecosystems [106]. These mechanisms mostly allow unidirectional asset transfers (albeit two uni-
directional transfers can be done, realizing a bidirectional transfer), effectively connecting assets from dif-
ferent chains. For example, Snowfork is a general-purpose bridge between Ethereum and Polkadot. This
will enable not only ETH to be transferred from Ethereum to Polkadot, but also ERC20 assets.
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Solution Type 2 (Cross-Authentication). Cross-authentication interoperability solutions allow parties to
exchange assets across DLTs, where each party sends a transaction on each DLT. To this end, parties need to
authenticate on both chains to perform the transfers. This process typically happens without a trusted third
party, as what is needed is some off-chain synchronization to set up the transactions to happen in both chains.

Trustless Asset Exchanges correspond to one asset exchange with non-mediated communication. The de-facto
method for implementing this scheme is Hash Lock Time Contracts (HTLCs), where both parties deploy a
smart contract in each chain that transfers the right amount of coins to the other party.

HTLCs consist in facilitating an asset exchange between two parties (typical case, although multi-party HLTCs
exist [12, 63]) on a different blockchain (both parties can access it). Party from DLT 1 (P1) creates a secret s such
that the hash of the secret, h(s), is put in a smart contract on DLT 1, transferring an asset to P2. The contract is
hash locked with s, and a timelock t. Thus, P2 can redeem the assets from DLT 1 with secret s until time t. Upon
confirming that the contract is correctly instantiated, P2 can create a smart contract on DLT 2 with the same
hashlock h(s) but a timelock t′ < t. The smart contract sends assets to P2 from DLT 2. This ensures that P1 can
redeem assets before P2, with a slack t-t′. When P1 asserts that the contract from P2 is published, that party can
send secret s, redeeming its assets. P2 now holds secret s, and can use it to redeem its assets on DLT 1.

HTLCs imply handling the technical layer (the hashing functions that are used to construct the secret needs
to be supported by the involved DLTs) and the semantic layer (the information exchanged has meaning—assets—
and needs to preserve a set of rules on both chains—avoiding double spending, for instance).

On the other hand, centralized asset exchanges are cross-authentication solutions that allow asset exchanges.
These exchanges (also called notary schemes [12]) are a legal escrow that exchanges assets from one DLT for
assets from another DLT. Decentralized exchanges are typically facilitators of such transactions by offering a
bookkeeping system that matches buyers and sellers. Although decentralized exchanges running in heteroge-
neous DLTs are appearing [95], the mechanisms used for interoperation are classified as oracles. An overview
of how centralized and decentralized exchanges work is present here [12].

New types of HTLCs are showing up. In Hyperledger Cactus [92], the cactus-plugin-htlc-eth-besu-erc20 allows
one to automatically deploy HTLCs on Ethereum via Hyperledger Besu. A similar package could automatically
deploy two contracts: one in a permissioned DLT, and another in a permissionless DLT. As long as the parties
exchanging assets are present in both networks, this scheme would work.

Interoperability Mode:

— Asset Exchange

Trust Assumptions:

— Centralized (centralized exchanges, notary schemes)
— Decentralized (HTLCs)

Advantages:

— Decentralized exchanges allow trustless asset exchanges between parties, by anchoring the correct opera-
tion of the process on the blockchain consensus).

— Platforms to create HTLCs running on heterogeneous DLTs, such as [92], streamline the process of setting
up an exchange, diminishing the need for decentralized exchanges (and thus avoiding fees).

Disadvantages:

— Asset exchanges require multiple DLT transactions, which implies a minimum delay in the order of a few
seconds to a few hours (if one considers finality).

— Network delays might render the execution transactions useless, wasting time and possibly transaction
fees. However, some modern solutions eliminate this need.
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Table 2. Summary Comparing Oracles and Cross-Authentication BISs

Oracle Cross-Authentication

Interoperability Mode D, At Ae

Common Connection Mode DLT Gateway DLT Node, DLT Proxy

Can be used to build general-purpose

use cases (vs. only transferring assets)
� ✗

Native DLT security assumptions

are enough to enable interoperation
✗ �

Easily decentralizable ✗ �
Easily implementable ✗ �
Can parties be offline for interoperation

to happen?
� ✗ (for HTLCs)

D stands for data transfer, At for asset transfer, and Ae for asset exchange.

— Trustless approaches require some off-chain coordination between users wanting to exchange assets. De-
centralized exchanges simplify this process at the expense of some decentralization.

Examples:

— Hyperledger Cactus cactus-plugin-htlc-eth-besu HTLC: Cactus provides a package that can deploy hash
time lock contracts on Ethereum via Hyperledger Besu. The package provides functionality to deploy ini-
tialization, refund, and monitoring endpoints. Additional functionality (such as mediating off-chain agree-
ments between the users of the HTLC) can be built on top of this package (i.e., a business logic plugin).

— Exchanges: with a centralized exchange, users deposit fiat or cryptocurrencies in a platform that is used
to swap for other assets. It does not require all parties to authorize transactions on both chains, but only
requires the sending user and the exchange to authorize the swap transaction.

Summary. Contrary to common knowledge, there are only two non-intersecting categories. We emphasize
that this is a general overview. In-depth descriptions of the protocols and their implementations can be found
in [12] (both), [25, 41, 94] (oracles), and [137] (cross-authorization). Table 2 summarizes the studied categories.

Oracles can perform data and asset transfers, typically using DLT gateways. This is due to the ability of
gateways to process data to the format the oracle smart contracts accept. Oracles can enable general-purpose
interoperability, thus they have implementation overhead, as well as decentralization overhead. On the other
hand, cross-authentication solutions are used for asset exchanges only—a DLT node or DLT proxy suffice.

The immense variability of IM solutions stems from the fact that many design patterns are built on top of
those two categories. A detailed study on the available design patterns for IM is left for future work.

Key Takeway 6. There is no technical distinction between “Layer 1” and “Layer 2” solutions

The industry typically classifies DLTs into layer 1 infrastructure or layer 2. While layer 1’s are standalone DLTs, layer

2’s are DLTs extending the capabilities of layer 1’s, attempting to solve, for instance, the scalability problem [12].

Both layer 1 and layer 2 solutions are groups of nodes (i.e., chains) running a protocol. Some of the node groups might

anchor their security on another one (typically layer 2 chains share security [49] or re-utilize work [82] from layer

1’s). This implies that layer 2’s are better viewed as separate networks (technically similar to layer 1’s) connected by

an IM (typically called bridges).
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4 WHICH BLOCKCHAIN INTEROPERABILITY SOLUTION DO YOU NEED?

Few studies provide guidelines to improve interoperability in blockchain solutions [8]. Specifically, there are no
frameworks to evaluate cross-chain solutions in terms of interoperation capabilities systematically, performance,
security, cost, and user friendliness. In this section, we put forward a first effort, based on our recent work [90].
Since standardized approaches to evaluate interoperability are needed [93], we propose our interoperability
assessment framework for DLTs. We start this section by presenting our interoperability framework, allowing
the end-user to assess the current state, in terms of interoperability, of their DLT-based solution. After that,
given that an initial assessment has been conducted, we present our framework to choose the infrastructure
and functionality of an IM. Users can then improve the interoperability of their solutions by picking a suitable
IM, based on the proposed decision models. Finally, one can re-evaluate the interoperability of their DLT-based
solution by running the interoperability assessment again.

4.1 Interoperability Assessment

The goal of the interoperability assessment is to provide concrete, systematic guidelines for solutions to be
compared in terms of interoperation capabilities—a concept called Interoperability Assessment (INAS) [36].
This work focuses on evaluating interoperation capabilities (and performance, to a lower extent). To this end, we
propose three assessments. Each assessment defines a set of criteria, where each item yields a score. The score of
all criteria outputs the score of that assessment. Summing the score of the three types of assessments yields the
final score for the interoperability assessment. The higher the score, the better the interoperability capabilities
of such a solution. Table 3 shows the score for each criteria. There are three assessments a system can take to
measure the ease of interoperability regarding external systems [36]:

— Potentiality assessment: this assessment evaluates the maturity of a system to adapt to other systems. It
answers the question can the system interoperate with other systems as is?

This assessment provides an understanding of which infrastructures a DLT-based solution can connect
to. The score for this assessment is divided into four categories, for a maximum of 4 points.

— Compatibility assessment: this assessment evaluates the interoperability between two known systems be-
fore or after changes to interoperation capabilities of both. It answers the question how well can a pair of
systems interoperate? And what are the current problems or barriers that prevent the systems from interoper-
ating better?

This assessment provides an understanding of the “capabilities” the interoperability mechanisms offer
(can it make two DLTs understand each other? can it comply with rules and laws?). The score for this
assessment is divided into three categories, for a maximum of 3 points.

— Performance assessment: this assessment evaluates the interoperation processes during runtime concerning
cross-chain transactions key metrics. It answers what are the values for the interoperation metrics cross-chain
latency, cross-chain throughput, and cross-chain costs?

The score for this assessment is divided into two categories, for a maximum of 3 points.

4.1.1 Potentiality Assessment. The potentiality assessment evaluates technical interoperability (see Section 3).
It takes a system based on a DLT protocol and evaluates its maturity toward interacting with other systems
(requesting/providing data). Four levels of interoperability exist (cf. Figure 11), in increasing order of complexity:

— Level P1: interoperation across different functionalities (e.g., smart contracts) on the same subnetwork
can happen. An example is smart contracts calling other smart contracts (on the Ethereum network, on
the same Hyperledger Fabric channel). Even though level 1 interoperability may seem standard for some
DLTs, e.g., smart contracts on Ethereum and Fabric, this is not the case for all DLTs. For instance, on
Corda, Cordapps are deployed onto certain nodes. Each Cordapp includes a set of smart contracts used for
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Table 3. DLT Interoperability Solution Assessment

Potentiality Assessment (PA) Score (0–4)

P1: Interoperation within the same DLT network, same subnetworks �
P2: Interoperation within the same DLT network, different subnetworks �
P3: Interoperation within different DLT networks �
P4: Interoperation within different DLT protocols �

Compatibility Assessment (CA) Score (0–3)

C1: Provides semantic-level interoperability (shared protocols) �
C2: Provides organization-level interoperability (shared agreements) �
C3: Provides legal-level interoperability (follow regulations) �

Performance Assessment (PeA) Score (0–3)

PE1: Provides acceptable cross-chain transaction end-to-end latency/throughput �
PE2: Provides acceptable cross-chain transaction end-to-end cost �
PE3: Complies with desirable energetic consumption goals �

PA + CA + PeA Total (0–10):

Interoperability assessment is divided into PE, CA, and PeA assessments. A higher score corresponds to a more interoperable

solution.

Fig. 11. Potentiality assessment of an IM.

transactions relating to this Cordapp. Allowing smart contracts created in one Cordapp to be utilized by
transactions created in another Cordapp is a non-trivial task due to the UTXO architecture of Corda.

— Level P2: interoperation within the same DLT network, different subnetworks (smart contracts can call
other smart contracts from other subnetworks, e.g., across Hyperledger Fabric channels).

— Level P3: interoperation across DLT networks of the same DLT protocol, i.e., homogeneous blockchains
(e.g., Ethereum Ropsten to Ethereum mainnet, Hyperledger Fabric network A to Hyperledger Fabric net-
work B, as seen in [51]).

— Level P4 interoperation across different networks of different DLT protocols, i.e., heterogeneous DLTs, as
seen in [51, 92, 113].

We could also consider Level P5, providing interoperation with non-DLT systems (e.g., enterprise systems,
payment systems). However, all IM solutions and DLT nodes provide capabilities for accessing the ledger. In
the compatibility assessment, we consider interactions (e.g., digital asset exchanges across DLTs) to have legal
binding.
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Fig. 12. Example of vertical interoperation in a Hyperledger Fabric network and the Polkadot network. Horizontal interop-
erability can be achieved via an IM using, for example, a DLT gateway.

For instance, Hyperledger Fabric–based networks can provide and receive information from and to the exterior,
respectively, via smart contracts. Figure 12 depicts a practical example of a potentiality assessment. A high score
for this assessment shows that the system can interoperate with systems significantly different from it as is. One
could consider an IM as the cross-chain logic plus a connection mode (in this case a DLT gateway). The IM can
then connect to multiple DLT networks, depending on how many of the latter the DLT gateway supports. Thus,
business logic from the IM can spawn across several DLT networks. If this is the case, cross-chain logic can be
implemented. Another interesting possibility can be implemented: connecting the IMs via the DLT gateways,
allowing for second-order interoperability. Provided accountability guarantees, such as smart contracts as trust
anchors, or a decentralized log storage for IMs, this enables cross-chain use cases operated by mutually untrusted
IMs

4.1.2 Compatibility Assessment. The compatibility assessment evaluates compatibility aspects regarding se-
mantic, organizational, and legal interoperability. Given a pair of systems, do they run protocols that both under-
stand? Do they share similar organizational goals? Do they follow the same jurisdiction and regulations?

Figure 13 depicts this assessment. Three levels of compatibility maturity exist:

— Level C1: semantic interoperability is achieved by a pair of systems (see Section 2).
— Level C2: semantic and organizational interoperability are achieved.
— Level C3: semantic, organizational, and legal interoperability is achieved.

The score for this assessment is obtained by summing the weights of each level cumulatively, since the last
layer typically depends on the previous (1, 2, and 3, respectively). In this article, we focus on the semantic aspect,
leaving pointers for future work on the organizational and legal aspects. The granularity regarding the three
layers can be defined by the users of the framework.

Figure 14 depicts an architecture of an interoperability solution (e.g., it could be connected by a network of
gateways) that has a compatibility assessment conducted. A network of gateways is a set of gateways that run
cross-chain logic shared by gateways, following a protocol.

4.1.3 Performance Assessment. The performance assessment studies how efficiently an IM executes its pro-
cesses. The efficiency can be measured in metrics related to the Cross-chain transaction (CC-Tx) concept. A
Cross-chain transaction (CC-Tx) is composed of transactions directed to the target systems (called subtransac-
tions of a CC-Tx) plus the internal transactions of the IM. We call the logic that an IM executes cross-chain logic
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Fig. 13. Compatibility assessment between two systems.

Fig. 14. Example of interoperation between two DLTs connected by a DLT gateway network running a digital asset transfer
protocol such as ODAP [60]. A compatibility assessment can be performed regarding the participating DLTs.

or cross-chain rules. The cross-chain logic accounts for business logic plugins’ execution, which can modify the
final transactions issued against DLTs.

Following the blockchain integration framework, there are three main metrics to assess the performance of
an IM [90]:

— End-to-end latency: calculated by summing the time to execute the IM cross-chain logic plus the latency
of every sub-transaction (until it is committed and finalized, in its local DLT). For example, the Carbon
Emission use case (see Figure 3) would have a latency calculated by the execution of the mdApp logic plus
two transactions on the Emissions Channel plus one transaction on the Ethereum network. The end-to-
end latency answers the question how long does it take for the cross-chain transaction to be incorporated on
the target systems?

Distributed Ledger Technologies: Research and Practice, Vol. 2, No. 1, Article 1. Publication date: March 2023.



1:26 • R. Belchior et al.

— End-to-end throughput: the throughput is the number of cross-chain transactions executed per second. The
more complex the cross-chain logic, and the longer it takes for each sub-transaction to be committed on
their target system, the lower the throughput. The throughput metric answers the question how many
cross-chain transactions are finalized on the ledgers per second?

— End-to-end cost: cost can come in two forms: transaction cost and energetic consumption. Cost can be mea-
sured in transaction fees and/or direct transaction costs. Transaction fees are paid to support the network
(happening in public, permissionless DLTs more often). Direct transaction cost (in a certain period) can be
calculated by dividing the cost of being in the network by the number of transactions. This latter model
is usual on permissioned networks with the subscription business model. The energetic consumption is
calculated by dividing the energetic cost of a transaction per number of transactions. This metric answers
the question what is the cost in transaction fees and energetic consumption of the sum of the cross-chain
transactions issued by the system?

At the moment, it is not possible to establish specific guidelines for this type of assessment due to the lack
of systematic evaluations of interoperability solutions. Although several solutions bring performance evalua-
tions [12], they are not standardized according to any framework, making it difficult, if not impossible, to com-
pare solutions systematically. Thus, we leave the judgment of a reasonable latency, throughput, and cost for
interoperability solutions and a rigorous model to evaluate the performance for future work. We emphasize the
challenges to measuring the energetic consumption of an IM, given that it interacts will multiple decentralized
systems. Although some work has been done in evaluating the energetic consumption of Bitcoin [53, 55], the
literature falls short in exploring other DLTs. Thus, this remains a problematic metric to assess.

4.2 Choosing the Right Interoperability Solution

In this section, we help the reader choose an IM, using two decision models. The proposed decision models
are directed to researchers, developers, and software architects. The first decision model focuses on assisting the
choice of the IM’s infrastructure (connection mode), for a given use case. The second decision model assists in the
choice of the IM’s functionality (interoperation mode, potentiality, and compatibility). The output of functionality
diagram suggests a group of IMs for the chosen functionality.

How to Use the Decision Models. The reader should start navigating from left to right, starting on the node with
the START label. After that, a path should be followed by answering yes (�) or (✗) to the proposed questions
until an end node is reached (blue nodes), or a proceed flag is present in one of the arrows connected to the
current node. More details on the proceed flag are available on the functionality decision model. The blue nodes
output recommendations regarding the infrastructure or functionality of an IM.

Infrastructure. Choosing an infrastructure refers to choosing the hosting infrastructure for an IM: DLT node,
DLT proxy, or DLT gateway. Hosting an IM implies several challenges that require specialized, well-trained ex-
perts: (1) node and hardware management, including installation, maintenance, load balancing, software version
management, redundancy, and scaling; (2) security, including monitoring the node and responding to cyber-
attacks; (3) and others, such as adhering to regulations (e.g., GDPR). Thus, different needs require a different
infrastructure. Depending on the use case, it is acceptable to defer the management of the infrastructure to third
parties (versus self-hosting the infrastructure).

The following decision model, in Figure 15, guides on choosing the infrastructure (i.e., connection mode) for
an IM and if it should be self-hosted or not.

DLT nodes are native blockchain clients, e.g., Geth Ethereum Node [42], Hyperledger Besu node (Ethereum
node) [5], Hyperledger Fabric peer node [5], Bitcoin Core [14], and Polkadot node [108]. DLT proxies include
Infura [67], Blockdaemon [15], and nodes hosted and accessible via cloud providers. DLT gateways include Quant
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Fig. 15. Decision map guiding the choice of the infrastructure of a DLT interoperability solution. Start on the topmost left
node (with the green START label) and answer the questions until you arrive to an end node (blue nodes). The output of this
process is a group of IMs that respect the requirements stated on the process flow.

Overledger [113], Hyperledger Cactus nodes [92], Weaver gateways [127], among others. More examples of each
connection mode can be found in [12].

Functionality. Choosing the functionality refers to choosing the IM functionality in terms of interoperation
mode, P levels, and C levels.

Most IMs assure P ≤ 3, while a few provide all P levels (P1, P2, P3, and P4) [12]. On the other hand, IMs can be
divided on C1, because most do provide C < 2. Most IMs can provide C1 (in fact, a system providing P4 implies
that it provides C1), while a few attempt at implementing standards that could, in the future, support the legal
layer. At the moment, we do not know of any IM providing level C3.

The following decision model, in Figure 16, guides on choosing the functionality. This decision model uses the
proceed flag, meaning that when it is present in an arrow connected to the current node, the user should evaluate
the condition, and then proceed (instead of stopping), accumulating the recommendations, until a node without
a proceed node is found (and therefore the last decision is made on that node). Take, for example, the following
flow: one starts in node 3a. As the proceed flag is present on that node, the reader will answer to the question and
then (independently of the answer) move to the next node. In case the answer was yes (�), the recommendation
is saved. At the end of Figure 16, a maximum of five recommendations may be collected.

4.2.1 Solution Groups. In this section, we define each solution group depicted in Figure 16. In particular, we
systematically compare IMs according to their P level, C level, and interoperation mode. Table 4 shows examples
of solutions belonging to each group proposed by Figure 16.

The first group comprises solutions providing levels P1–P3, and supporting data transfers, asset transfers, or
asset exchanges. Most blockchains provide P1 interoperability by enabling functionality re-usage. For instance,
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Fig. 16. Decision map guiding the choice of the functionality of a DLT interoperability solution. Start on the topmost left
node (with the green label START) and answer the questions until you arrive to an end node (gray ones). The output of this
process is a group of IMs that respect the requirements stated on the process flow.

smart contracts can call other smart contracts (even across subnetworks, providing level P2) in most blockchains.
Level P2 requires some orchestration. For example, interoperability across subnetworks in Ethereum can be done
via oracles or gateways running bespoke cross-chain logic. A similar level of orchestration happens when P3 is
needed but could be more complex, as different networks may differ more than different subnetworks. Level P3
and P4 systems imply the usage of blockchain interoperability middleware (in some DLT protocols, level P3 can
be achieved without specialized middleware) that can be centralized or decentralized.

Many of the examples present in group G2 supporting data transfers are classified as trusted relays or block-
chain agnostic protocols, while G2 solutions supporting asset transfers and exchanges belong to sidechains and
relays. Blockchain of blockchain platforms (Polkadot, Cosmos) provides level P3. The design and implementa-
tion of bridges to external DLTs would carry these systems to level P4, but they are still in development, and,
furthermore, these bridges are not native to the DLT networks.

Example 1 (Oracle Solution). In this section, we present an example of the choice of the infrastructure and
functionality of an oracle solution based on a simple use case. Let us consider an IM administrator who transfers
data between the Ethereum blockchain and a Polkadot’s parachain.

Infrastructure: the administrator does not want to host the infrastructure and would like to have high avail-
ability. There is no preference to whether the IM can access the DLT nodes directly or not. The administrator
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Table 4. Categorization of IM According to P Levels, C Levels, and Interoperation Mode
(D Stands for Data Transfer, At for Asset Transfer, and Ae for Asset Exchange)

Solution
Group

Solution P1 P2 P3 P4 C1 C2 C3 D At Ae

G1

[2, 22, 38, 104, 117] � � � ✗ � ✗ ✗ � ✗ ✗
[1, 4, 40, 98, 112, 116], HTLCs [12] � � � ✗ � ✗ ✗ ✗ � �
Blockchain of blockchains (e.g., [78, 129]) � � � ✗ � ✗ ✗ � � �

G2

[46, 47, 51, 92, 99, 127] � � � � � ✗ ✗ � ✗ ✗
[11, 17, 32, 33, 64, 65, 69, 92, 138], HTLCs [12] � � � � � ✗ ✗ ✗ � �
[92, 109, 117], Bridges (e.g., [7, 81, 82]) � � � � � ✗ ✗ � � �

G3 Solutions supporting P ≥ 3

G4 [6, 113] � � � � � � ✗ � � �

accepts the risk of its data being read by third parties, for the comfort of an easier to deploy solution. Using the
decision model from Figure 15, the administrator would answer:

(1) What is your desired connection mode?

— 1a: Are you connecting to at least one DLT? �
— 1b: Are you connecting to just one DLT? ✗
— 1c: Do you need high availability? �
— 1d: Do you need to run cross-chain logic? �

Therefore, a DLT gateway is needed.
(2) What is your desired hosting mode?

— 2a: Do you need to administer and maintain your nodes yourself? ✗
— 2b: Are your operations sensitive such that the data generated by the IM cannot be held by a custodial?

✗

Therefore, the IM can be hosted by a gateway hosted by a third party.

Functionality: the IM would only need to transfer data. It needs to connect different DLT protocols and does
not need to comply with any regulations. Using the decision model from Figure 16, the administrator would
answer:

(1) What is the desired interoperation mode?

— 3a: Do you need to transfer data? �
— 3b: Do you need to transfer assets? ✗
— 3c: Do you need to exchange assets? ✗

Therefore, IM supporting asset transfers is needed.
(2) What is the desired supported functionality?

— 4a: Do you need to integrate different DLT protocols? �
— 4b: Do you need to comply with regulation? ✗

Therefore, solutions from G2 (supporting P1–P4, C1, and data transfers) are needed.

Therefore, the chosen IM is a P4 + C1 third-party hosted DLT gateway (see Table 4 to choose a solution).
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Example 2 (Cross-Authentication Solution). In this section, we present an example of the choice of the infras-
tructure and functionality of a cross-authentication solution based on a simple use case. Let us consider an
end-user who wants to perform an asset exchange. The user wants to exchange asset a in DLT a for asset b in
DLT b.

Infrastructure: the user is looking to connect to two different DLTs, does not need to run cross-chain logic
(as the only logic needed is a time-locked transfer), with no high availability requirements. The user wants to
have direct access and control over the node. Using the decision model from Figure 15, the administrator would
answer:

(1) What is your desired connection mode?

— 1a: Are you connecting to at least one DLT? �
— 1b: Are you connecting to just one DLT? ✗
— 1c: Do you need high availability? ✗
— 1d: Do you need to run cross-chain logic? ✗

Therefore, a DLT proxy (or DLT node) is needed.
(2) What is your desired hosting mode?

— 2a: Do you need to administer and maintain your nodes yourself �
— 2b: Are your operations sensitive such that the data generated by the IM cannot be held by a custodial? ✗

Therefore, the IM can be self-hosted.

Functionality: the IM needs to exchange assets (or perform two independent asset transfers). It needs to connect
different DLT protocols and does not need to comply with any regulation, but it must comply with rules on
exchanging assets (e.g., hashlock time contract). Using the decision model from Figure 16, the administrator
would answer:

(1) What is the desired interoperation mode?

— 3a: Do you need to transfer data? ✗
— 3b: Do you need to transfer assets? ✗
— 3c: Do you need to exchange assets? �

Therefore, an IM supporting asset exchanges is needed.
(2) What is the desired supported functionality?

— 4a: Do you need to integrate different DLT protocols? �
— 4b: Do you need to comply with regulation? ✗

Therefore, we need solutions from G2 (supporting P1–P4, C1, and supporting asset exchanges).

Therefore, the chosen IM is a P4 + C1 self-hosted DLT proxy supporting asset exchanges.

5 RELATED WORK AND OPEN RESEARCH CHALLENGES

In this section, we compare the contributions of our article to the state-of-the-art.

Status quo of Blockchain Interoperability. Compared to the existing literature, our study focuses on allowing
researchers and developers (or software architects) to choose a blockchain interoperability solution, which was
only partially addressed before. In particular, a number of surveys studied blockchain interoperability solutions
or architectures [12, 13, 16, 24, 72, 73, 76, 87, 103, 111, 119, 120, 126, 137], but did not provide a decision model
to choose one. Each survey comes with tradeoffs (technical explanation depth vs. IM coverage) and often with
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conflicting categories of solutions. This implies that the reader will not have a holistic overview of the area. Our
survey performs an analysis of these surveys, attempting to unify and synthesize existing knowledge.

The latest systematic survey on IM is that of Belchior et al. [12]. In this survey, the authors categorize IM
into public connectors, hybrid connectors, and blockchain of blockchains. Instead of answering how are IMs
connecting DLTs, in the survey, we classify IMs according to what they connect.

Our categorization departs from older ones because we consider trusted relays, sidechains, notary schemes, re-
lays, gateways, and other design patterns built on top of oracles. We clarify that only two types of interoperability
exist and propose a general IM model.

Assessing the Degree of Interoperability of an IM. There is extensive work in the area of interoperability as-
sessment. Leal et al. discuss and systematically compare 21 interoperability assessment approaches [36]. Most
approaches aim to assess the interoperability of (centralized) systems in the technical, semantic, and organiza-
tional layers, while some generically evaluate interoperability.

In [125], the authors discuss different interoperability testing architectures for assessing interoperability be-
tween distributed systems. The authors provide guidelines to generate interoperability tests for the proposed
testing architectures. Our work provides guidelines (or interoperability tests) for DLTs. Numerous other works
evaluate interoperability for IoT [139], cloud providers [74, 83, 121], and more generic ones [75, 80].

The closest to our work is the blockchain interoperability evaluation framework of Mihaiu et al. [90]. In this
study, the authors introduce the concepts of cross-chain rules and propose a list of metrics to compare blockchain
interoperability solutions. In an older study, the authors compare two interoperability solutions based on 12 ad-
hoc criteria [76].

To the best of our knowledge, our framework is the first to provide insights on the potentiality, compatibil-
ity, and performance of a blockchain interoperability solution while explicitly providing support to choose the
infrastructure and functionality of an IM. Our framework helps the reader confirm the IM’s adequacy for interop-
erating with other systems at technical, semantic, organizational, and legal levels. Our framework for choosing a
blockchain interoperability solution may resemble studies aimed at facilitating the choice of an IM on functional
and non-functional requirements, such as [135].

Open Research Challenges. Although recent years have assisted in the skyrocketing increase in cross-chain
research, several research challenges are left unsolved: First and foremost, there is no formalization of a general
model for IMs (using frameworks to define and prove security properties such as the universal composability
framework [26]) that can answer the following questions: What are the technical requirements that a DLT must
provide, in order to be interoperable? What are the technical requirements an IM must provide to assure safety and
liveness properties? These research questions are important because often implementations of IM typically do
not follow specific guidelines [25].

Secondly, as pointed out by [8, 12] there is still a lack of supporting tools for IMs, such as monitoring tools
(e.g., visualization and analysis of cross-chain transactions and state), cross-chain digital identity, migration
tools (change the DLT infrastructure on the go for a dApp or mDApp), security tools (automatic detection of
frontrunning attacks, formal analysis of cross-chain protocols), and others.

Following the reasoning line of this work, there are still no methods to systematically evaluate and compare
the performance of an IM. Although we propose an initial set of metrics to respond to this need, there are no
baseline benchmarks.

Finally, regulation on cross-chain asset transfers, mainly among institutional players, will significantly impact
how modern financial systems interact and evolve. Although there have been recent and numerous efforts on
regulating certain aspects of interoperability (such as the ODAP protocol [60]), currently, there are no available
standards.
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Key Takeway 7. DLT interoperability standards

Although none are official standards, there is a wide range of standardization efforts on blockchain interoperability.

The works in [12, 101, 131] survey the major standardization efforts in the field.

6 CONCLUSION

The future of DLT technology depends on its capability to interoperate across different dimensions. To address
such a gap, interoperability solutions flourished in recent years. However, several challenges are posed to re-
searchers and practitioners when trying to understand blockchain interoperability. For instance, there is still no
systematic way for classifying, assessing, comparing, and choosing DLT interoperability solutions.

Our article closes this gap by exposing three main contributions. First, we propose a unified conceptual model
and classification framework for blockchain interoperability solutions. Second, we propose a framework to assess
the interoperability capabilities of a system utilizing one or more DLTs. Lastly, we propose two decision models
that allow one to choose the infrastructure and functionality for an IM, to enable their off-chain systems to
interoperate with multiple DLTs. We provide practical examples of this decision process. Finally, based on the
most recent research, we provide a list of updated open research challenges in the blockchain interoperability
research area.
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